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Problem
* Android apps collect and process personal data.

* Privacy by design [1] and GDPR [2] need app developers to use
technical measures to protect their users’ privacy.

* App developers may need assistance in writing privacy-aware code.

 DPOs, lawyers, and privacy experts lack technical expertise.
« This gap in expertise hinders accurate privacy assessments.
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« Uses a static program slicer [3] to preserve control and data
dependencies of all personal data sources.

» Generates interactive program slices in Jimple and Java for
developers.

* Provides a mapping from source code to legal aspects of GDPR,
suitable for DPOs, lawyers, and privacy experts.
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1. ap: Droid dpv: Process ;
2. dpv:hasPersonalData pd: Tracking, pd: DeviceBased
3. dpv: hasProcessing 1. dpv:Collect ; 2. dpv:Transfer ;
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[1]1 Ann Cavoukian et al. 2009. Privacy by design: The 7 foundational principles.
Information and privacy commissioner of Ontario, Canada 5 (2009), 12

[2] https://eur-lex.europa.eu/legal-content/ EN/TXT/PDF/uri=CELEX:32016R0679
[3] https://foellix.github.io/Jicer/
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Evaluation: Developer Perspectives

« Study method: User study with Computer Science students (n =
12)

* Focus: Usefulness for understanding app behavior

 RQ: To what extent does the Assessor View help developers
understand data protection in Android apps?

B Strongly disagree Disagree Neutral Agree  EEm Strongly agree
I am comfortable with Developer View. -

Developer View is best suited for understanding the program. -

| prefer to have the overview and hints provided by the dashboard. -

Dashboard contains enough information to identify _
privacy-related features.

I could understand the slice easily without access to the dashboard. - -
| am comfortable with Static Analysis View. -

Static Analysis View is best suited for understanding the program. _
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Fig. 2: Participants' experience with the Developer View, and Static Analysis View

Key insight: Assessor View helps developers in understanding privacy-

relevant properties of an Android app.

Evaluation: Privacy Experts and DPOs

« Study method: Interview-based user study with DPOs, lawyers,
privacy experts (n = 16)

* Focus: Utility for privacy impact assessments and discussions
 RQ1: How are privacy assessments conducted in a real-world

setting? . DPO

e IT team
* Privacy team

Stake-
holders

* Risk assessment and
mitigation

+ Information gathering

» Stocktaking and
recording

» Advising stakeholders

+ Overview of activities

» Document generation
and completion

Privacy —
assessments

+ Knowledge gap

« Communication gap

» Absence of source
code analysis

+ Manual
» Tool support

hallenges

Fig. 3: Themes identified in the interviews

 RQ2: To what extent does the Assessor View support privacy
assessors in conducting privacy assessments?

I Strongly disagree Disagree Neutral Agree B Strongly agree

DPV View helps in identifying potential GDPR i
violations or areas requiring further investigation.

The warnings are useful in guiding your analysis. - i

The warnings highlight potential GDPR compliance issues. - !

DPV View provides a clear overview of the privacy practices _ [
in the app.

DPV View provides detailed insights into the data processing. - . I

The warnings make it easier to assess GDPR principles. - . ]
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Fig. 4: Participants' experience with the DPV View and GDPR warnings

Key insight: Assessor View is well suited to assist DPOs and privacy

experts in their analysis.
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